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Abstract

Cyberbullying in South Africa has become a problem in the recent past. However, there is a lack of research focusing on cyberbullying at the university level. This study investigates the perceptions and experiences of cyberbullying amongst tertiary students in the Eastern Cape province. The study used a quantitative survey approach to collect data from 150 students at a university in the Eastern Cape. The results indicated that one-third of the students had been victims of cyberbullying. Overall, students considered cyberbullying as a serious issue, but less than one-third of the students could identify the indirect methods of cyberbullying. The topic has not been incorporated into policy or the university curriculum in South Africa. This study recommends that the Department of Higher Education must provide a standardised policy and curriculum on cyberbullying that universities can use to implement and enforce cyber safety behaviour at the university.
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Introduction

Generation Z has made social media a fundamental part of their lives.1 Mander et al.2 found that, on average, Generation Z spends 163 min a day on social networks and messaging sites. This statistic can be attributed to the fact that this generation was the first to have grown up in a world with constant Internet technology and connectivity1. Generation Z is a group of people who were born in the period 1995–2012. The youngsters in this group are comfortable with technology and use various social platforms to socialise with their friends and family.3

Social media exposes the user to digital crimes such as identity theft, inappropriate material and cyberbullying.4 Cyberbullying is defined as ‘any behaviour performed through electronic or digital media by individuals or groups that repeatedly communicates hostile or aggressive messages intended to inflict harm or discomfort on others’ (p. 278).5 According to the definition, technology must be used to bully, harass or threaten the victim. This type of harassment is very difficult to stop as technology is being used in all parts of our lives, thus creating a power imbalance.6,7

Meyers et al.8 found that there is an increased interest in cyberbullying in students older than 16 years around the world, in countries such as Canada, Finland, the United States of America and the United Kingdom. These studies found that the impact of cyberbullying may be as severe for the older population as amongst children. The negative effects of cyberbullying include long-term impact on psychosocial development, self-esteem, academic achievement and mental health problems such as depression and social anxiety.

Farhangpour et al.9 found that 55% of learners in Limpopo had experienced some form of cyberbullying in the past, whilst the International Mathematics and Science Study (TIMSS) found that 17% of Grade 9 students in South Africa reported being exposed to some form of bullying on a weekly basis.10 These studies were conducted amongst school learners in South Africa, but less attention has been given to tertiary students in the country.11,12,13 Cilliers et al.14 reported that 45.5% of student teachers whom they surveyed had previously been victims of cyberbullying. Young adults and university students, in particular, have increased access to social media, which is now unsupervised as they become independent adults and, thus, the impact of cyberbullying must be investigated within this cohort.13 Kraft et al.15 reported that being a victim of cyberbullying in high school was a significant risk factor to be cyberbullied at university. This study attempts to fill this gap in the literature. The objective of the study is to investigate the perceptions and experiences of cyberbullying amongst tertiary students in the Eastern Cape province.

The rest of the article will discuss the literature that supports cyberbullying in South African universities, followed by the research method that was used to collect data, the analysis and discussion of these results and finally the conclusion.

Literature

The digital population in South Africa consists of 31.18 million Internet users, of which 28.99 million users access the Internet on their mobile devices.16 Generation Z is considered the excessive users of the Internet as they must have access to technology at all times. When the Internet is not available, they experience ‘social phobia’ or ‘social anxiety disorders’ as they fear they may be missing out. Furthermore, excessive use of social media can result in vision defects, impaired academic performance, attention problems, sleep disorders and behavioural problems amongst students.17

There are various types of cyberbullying that students can be subjected to in the digital environment. Table 1 provides an overview of the different types of cyberbullying.5,18
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Valcke et al.19 provided the ‘five Cs’ as a framework for researchers to conceptualise online behaviour and cyberbullying. The first C refers to the context where students spend time online. The social media penetration rate in South Africa is 40% of the population, with Facebook being the most popular with a penetration rate of 53% of all users, followed by LinkedIn (18%), Instagram (9%), Twitter (4%) and Snapchat (3%). Cyberbullying can potentially impact these South African Internet users.16 The second C stands for online contacts or social relationships that students have on social media. Students prefer using social media to communicate and interact with friends and family; hence, they belong to at least one social network for this purpose, which makes cyberbullying a relevant issue amongst this group.1 The third and fourth Cs refer to how students manage their confidentiality online and their general online conduct, which extends to technical skills and self-regulation. Students are sharing more information about themselves on social media sites than they did in the past, but most reported high confidence in their ability to manage their privacy settings, whilst 60% said that they prefer to keep their Facebook profiles private. However, cyberbullying can occur regardless of these countermeasures, and as the student is connected to the Internet continuously, it becomes very difficult to avoid or stop cyberbullying.20 The last C refers to the content that the students are uploading, use and access, which can be used to perpetrate or become the victim of cyberbullying. Social media has become an extension of the identity of the Generation Z users, which makes the impact of cyberbullying much more powerful.21 The bully can avoid confrontation as technology provides them with the means to stay anonymous. In addition, cyberbullying is often more aggressive than traditional bullying as the bully does not experience empathy and remorse towards their targets as they are not aware of the consequences of their behaviour.22 Cyberbullies are more likely to have lower levels of guilt, shame and remorse when they engage in cyberbullying because of the anonymity that the Internet provides.23,24

The amount of time that students spend online, and in particular on social media sites, has been shown to predict the likelihood of being involved in cyberbullying.8 Social media, particularly Facebook, is the most common medium used for cyberbullying amongst university students.13 Lindsay et al.25 also found that owning a smartphone is a risk factor for cyberbullying amongst university students. Additional risk factors include the status of the student, if they belong to a fraternity, political or other influential organisation, relationship difficulties and sexual orientation.8 The consequences of cyberbullying amongst students included depression, low self-esteem, poor academic performance and even suicide. Little research has been conducted amongst students about coping strategies to deal with cyberbullying. Some of the coping strategies that have been identified amongst high school students include ignoring or avoiding bullying, doing nothing or retaliation.13 Schenk et al.26 reported similar results amongst students at an American university, which dealt with cyberbullying by telling someone to avoid friends or take revenge on the bully. Typically, students prefer to speak to peers, then parents and lastly the university staff about cyberbullying. The most popular online coping strategy seems to be ‘blocking’ the cyberbully and staying away from the social media site where the bullying is taking place whilst offline coping strategy relies on seeking help from friends. These coping strategies point to university students engaging in autonomous and problem-focused coping strategies to deal with cyberbullying.27

There is a general lack of awareness and responsiveness about cyberbullying in South Africa. There is no legislation in South Africa that prohibits cyberbullying.24 Schools do not include the topic in their curriculum and do not have a policy on how to prevent and deal with cyberbullying.4,28,29 At home, parents have a limited understanding of how their children interact with the Internet and are not able to provide adequate education to their children about cyberbullying.4,23 Many Internet users do not know where to turn for assistance if they are the victim of cyberbullying. They lack awareness and knowledge of how to protect themselves and their personal information online. Young people do not report cyberbullying because of these problems. The consequences of cyberbullying for the student have been reported in the literature to be low self-esteem, family problems, academic problems, school violence, delinquent behaviour and suicidal thoughts.6,24

Research methodology

This research study employed a positivistic paradigm with a quantitative approach. The study used a survey to collect data from 150 university students aged 19–30 years across all levels of study and the five faculties in the university (see Table 3). The survey was based on the published work from Molluzzo et al.,30 which compared the perceptions of cyberbullying amongst faculty and students. The instrument was adopted for this study and consisted of 5 sections and 24 items overall. Section A (seven questions) solicited demographic information from respondents, whilst section B (three questions) measured the overall perception of cyberbullying. Section C (four questions) measured the awareness about cyberbullying of the respondents, whilst section D (six questions) measured the perceived severity of cyberbullying. Section E included four questions about the cyberbullying curriculum and policy issues at the university. Section F tested the personal experience of the respondents with cyberbullying (two questions). Sections C–F used a four-point Likert scale (where 1 denotes strongly disagree and 4, strongly agree) to test the perceptions of students regarding cyberbullying. Ethical clearance was obtained to conduct the study before the data collection. The questionnaire was randomly distributed to a convenience sample of respondents over 1 week. A total of 150 questionnaires were returned. Statistical analyses were done using SPSS V24. Cronbach’s alpha coefficient (α) was used to test for internal consistency of the instrument and found to be 0.730, which is deemed to be acceptable.31

Ethical consideration

This article followed all ethical standards for carrying out research.

Results

Descriptive analysis was conducted to examine the perceptions and experiences of cyberbullying amongst university students. Table 2 presents the descriptive data for the study sample of 150 respondents.
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Almost two-thirds (65.3%) of the respondents were undergraduate, which is consistent with the composition of the student population of the university. The majority of the students (83.3%) indicated that they use social media daily, with Facebook being the most popular social media site (51.3%). Not surprising for Generation Z students, 86% indicated that their level of experience with social media is either excellent or good.

The study population consisted of university students who were registered for various degrees across five faculties of a traditional university. Table 3 provides an overview of the composition of the students per faculty.
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Figure 1 presents the various methods that can be used to cyberbully an individual. The respondents in the study were asked to indicate which of these methods they considered to be associated with cyberbullying. The most recognised methods were sending or posting harassing messages or pictures on social media or instant messaging (IM). Sexting, exclusion and unauthorised access to emails and mobile phones were recognised as cyberbullying by less than one-third of the respondents.
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The respondents were asked whom they would report cyberbullying to if they were the victims of such an act. A small number of students (4.7%) stated that they would not tell anyone, whilst the majority told they would report it to a councillor at the university (63.3%) or the head of the department where they studied (50.7%). A total of 42% students stated that they would inform the police whilst 22.7% said they would inform the parents of the perpetrator.

When asked about what they thought would be an appropriate penalty for cyberbullying, the majority of respondents reported that a warning letter (63.3%) or suspension (65.3%) would be an appropriate punitive measure, whilst 30.0% indicated that immediate expulsion was warranted. Only 3.3% of the respondents indicated that no penalty should be given for cyberbullying.

Awareness

This category tested the awareness of cyberbullying amongst the respondents in their local schools and in South Africa. The majority of respondents (90.7%) have heard of cyberbullying, whilst 66% of respondents were aware of specific cyberbullying that occurred outside the university. A total of 70.0% of the respondents indicated that they were aware of cyberbullying that happened within the university. Half of the respondents (54.7%) felt that they were knowledgeable about how the law addresses cyberbullying in South Africa. The results are presented in Table 4.
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The seriousness of cyberbullying

The prevalence of cyberbullying at the university was 36% amongst this group of respondents, whilst 17.3% of the respondents admitted that they have engaged in cyberbullying (Table 5). Slightly more respondents stated that cyberbullying was a problem for their friends than for themselves (69.3% vs. 62.0%). However, 74.6% of respondents felt that cyberbullying was a serious issue at the university in general. This is supported by the findings that 88.7% of the respondents felt that cyberbullying was an invasion of their privacy and 90% was wrong.
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Prevention of cyberbullying

Cyberbullying was not addressed within the various courses the respondents were registered for, as illustrated by 34% of respondents who agreed that cyberbullying was discussed in their classes and 73.3% of respondents who indicated that the topic should be included in the curriculum.

At the university administrative level, only 28.7% of the respondents stated that they were aware of a cyberbullying policy at the university, whilst 87.4% felt the university could do more to promote awareness about cyberbullying amongst students (Table 6).
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Pearson’s correlation coefficient is used to show the relationship or association between two continuous variables. The coefficient provides information about the magnitude and direction of the relationship.31 A Pearson’s test revealed several significant differences for gender, year of study and which social media site the respondents used:


	Undergraduate students were more aware of cyberbullying than postgraduate students (r = 0.170; p < 0.05).

	Undergraduate students felt that cyberbullying was a serious issue at the university (r = 0.163; p < 0.05).

	Female students indicated that cyberbullying was a serious issue for their friends (r = 0.166; p < 0.05).

	Students who used Facebook felt that cyberbullying was a serious issue at the university (r = 0.061; p < 0.05).



Discussion

This study investigated the perceptions and experiences of cyberbullying amongst tertiary students in the Eastern Cape. Cyberbullying is a prevalent issue, with most of the respondents (70.0%) indicating that they are knowledgeable about the issue. More female respondents felt that cyberbullying was a serious issue. Punyanunt-Carter32 reported that female students are more likely than their male counterparts to report cyberbullying as they have more relational interactions online and disclose more personal information online.

More than one-third of the respondents (36.0%) indicated that they had previously been victims of cyberbullying themselves. This is in line with the results of studies conducted by De Lange et al.,4 which reported a prevalence of 36% of cyberbullying amongst school learners in South Africa, and Kokkinos et al.,13 which reported that cyberbullying in higher education can range between 10% and 35%. Of concern was that 17.3% of the respondents stated that they had previously been perpetrators of cyberbullying. Meyer et al.8 reported that there is a continuation of cyberbullying from high school to university level, with about half of bullies and victims reporting that they were already perpetrators or victims of cyberbullying at school. Bullies may view their behaviour as acceptable and ‘normal’ and as there are less accountability and consequences for their actions from parents or university management, the behaviour may escalate. It is thus no surprise that the majority of respondents (74.6%) stated that cyberbullying was a serious issue at the university.

The coping mechanisms of the respondents were mostly to inform authority figures, such as the head of department or counsellor on the campus, of cyberbullying attempts. Only a small proportion of respondents (4.7%) would not tell anyone that they were cyberbullied. Meyer et al.8 found that university counselling services should play an important role to combat cyberbullying. The personnel should be aware of the seriousness of cyberbullying and provide screening tools to identify psychological issues, such as depression or anxiety, for students who report cyberbullying. Authority figures at the university level should be familiar with strategies to mitigate cyberbullying, such as blocking and reporting mechanisms.

Most of the respondents identified direct cyberbullying behaviours, such as harassment of someone making use of pictures on Facebook or harmful messages on instant messaging. However, very few respondents recognised indirect cyberbullying behaviour, such as unauthorised access to their email or cellphone, exclusion from social media or sexting as cyberbullying. Indirect cyberbullying behaviour is tended to damage the reputation of the victim, interfere with relationships or exclude the victim from social media sites.13

To address cyberbullying at the university level, 73.3% of the respondents felt that the topic should be included in the curriculum of the various degrees, whilst 87.4% wanted the university to do more to promote awareness regarding the topic. This is probably because only one-third of the respondents (34%) were taught about cyberbullying in their classes.29 The university does not have a cyberbullying policy, which makes it surprising that 28% of the respondents indicated that they were familiar with such a policy. The respondents most likely confused the policy on the use of the information and communications technology (ICT) infrastructure of the university with a policy that is dedicated to cyberbullying. South Africa does not have any specific legal avenues for victims of cyberbullying to pursue and instead rely on the National Cyber Security Policy Framework for South Africa, the Child Protection Act and proposed Cybercrimes and Cybersecurity Bill. Meyers et al.8 reported that this is a global problem as many universities across the world lack policies on cyberbullying, whilst many countries do not recognise cyberbullying as a crime.

Conclusion

This study investigated the perceptions and experiences of cyberbullying amongst tertiary students in the Eastern Cape province, South Africa. Cyberbullying has become an essential issue as Generation Z, representing students at university, has more access to technology and is connected to the Internet all the time. However, not much has been done at national or university level to protect the students from the negative consequences of cyberbullying. The study found that students felt that cyberbullying was a serious issue, with one-third of the students being victims of cyberbullying. Most students could identify direct cyberbullying methods, but lack insight into indirect cyberbullying. The most popular coping mechanism for cyberbullying was to report the matter to a councillor or the head of the department at the university. Cyberbullying was included in the curriculum at the university but only in one-third of the classes. However, most students indicated that the university should do more to address cyberbullying, using curriculum content or policy. The limitations of the study are that the findings from populations at one university may not be generalised without caution. Cyberbullying is a sensitive issue that needs to be addressed with caution, but more insight regarding the topic could be collected through interviews. This study collected data only through a survey that may not be enough to address the in-depth knowledge required for the topic. Future opportunities for research in this area are essential because of the limited knowledge about cyberbullying in the university setting.
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Different methods of cyberbullying

IM, instant messaging.
FIGURE 1: Methods that can be used to cyberbully.
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TABLE 5: Perception of seriousness of cyberbullying.

Variable Strongly disagree Disagree Agree Strongly agree
n % n % n % n %

Cyberbullying is a serious issue for me. 15 100 42 280 60 40.0 33 220

Cyberbullying is a serious issue for my friends. 9 6.0 37 24.7 75 50.0 29 193

Cyberbullying is a serious issue at the university in general. 8 53 28 187 74 493 38 253

Cyberbullying is a violation of privacy, regardless of the intent of the perpetrator. 8 53 6.0 66 44.0 67 44.7
6 4.0 8 53 45 30.0 90 6

Cyberbullying, pure and simple, is wrong.
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TABLE 6: Prevention of cyberbullying.

Variable Strongly disagree Disagree Agree Strongly agree
n % n % n % n %
Issues of cyberbullying have been discussed in your classes at the university 48 320 51 34.0 41 273 10 6.7
| think that cyberbullying should be included in the curriculum at university. 13 87 27 180 71 473 39 26.0
| am aware of the cyberbullying policy of the university. 29 193 78 52.0 31 20.7 12 80
The university should do more to promote the cyberbullying awareness amongst students. 5 33 14 93 61 40.7 70 46.7
The university should sponsor seminars or training for staff and students on the problems 5 33 18 120 70 46.7 57 380

of cyberbullying as an activity harmful to learners.
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TABLE 3: Number of students per faculty.

Variable  Education Law Management Health Social
and sciences sciences
commerce
n % n % n % n % n %
Faculty 48 32.0 27 180 57 38.0 13 %4 5)
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TABLE 4: Awareness of cyberbullying among students.

Variable Strongly disagree Disagree Agree Strongly agree
n % n % n % n %
| am aware of instances of cyberbullying at the university. 11 73 34 227 76 50.7 29 193
| am aware of cyberbullying as an activity on the Internet. 4 27 9 6.0 73 48.7 63 42,0
| am aware of cyberbullying activities in general (e.g. the Western Cape il 73 40 26.7 68 453 31 20.7
learner who committed suicide as a result of cyberbullying).
17 113 51 34.0 66 44.0 16 10.7

| am knowledgeable of the laws on cyberbullying in South Afric:
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TABLE 1: Types of cyberbullying.

Type of cyberbul

Definition

Harassment
Flaming

Denigration

Identity theft or
masquerade

Outing

Trickery

Exclusion

Cyberstalking

Rude, insulting or threatening messages, which attack the
victim’s physical or social attributes

Offensive, rude and vulgar language to insult and threaten
someone

Messages that are untrue, harmful or even cruel often with
‘evidence’ of a digitally altered picture so as to present a
false image of the victim

Pretending to be someone else to send abusive messages

Involves posting personal communications/images
containing intimate and potentially embarrassing personal
information

The victim is tricked into thinking that communication is
private to share intimate details after which the bully will
threaten to distribute the information

Bully decides who is allowed to a member of an online
group by ‘unfriending’ those not deemed worthy

Sending repeated messages that threaten to harm,
intimidate or is extremely offensive to the victim
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TABLE 2: Demographic information of respondents.

Variable n %
Gender

Female 86 573
Male 64 427
Level of study

Undergraduate 98 65.3
Postgraduate 52 34.7
How often do you use social media?

Several times a day 114 76.0
Once a day 11 73
Several times a week 21 140
Once a week 4 27
Level of experience with social media

Excellent 46 307
Good 83 55.3
Average 20 133
Poor 1 07
Most popular social media sites used

Facebook 77 513
Twitter 12 8.0
IMS 50 333
Other 11 73

IMS, Instant Message Service.





